T'OCYJAPCTBEHHOE KA3EHHOE
YUPEXXJIEHUE MOCKOBCKOU OBJIACTH
«IEHTPAJIM30BAHHAS BYXTAJITEPHUS MOCKOBCKO# OBJIACTH»

MPUKA3

HO32049 Ne o4
r. MockBa

OG6 yTBepXIeHuH MHCTPYKIKK [OJIb30BATEIIO [0 00ECTIeYeHHIO 0e30MacCHOCTH
IepcOHANbHBIX JAHHBIX [IPU HX 00paboTKe B UH(POPMALIMOHHBIX CUCTEMAX
IIEPCOHANBHBIX JaHHBIX

B mensx BhIMoJHeHus TpeGoBamuii IlonuWTHKM B OTHOIEHHH 0OpaGOTKH
IIEPCOHANIBHBIX JaHHBIX [ 0CYyIapCTBEHHOr0 Ka3eHHOIrO YYpPEXACHUS MockoBCKOH
obnactu  «LlenTpanu3oBanHas Oyxranrepuss MockoBckod —obnactu»  (manee —
Vupexnenune) [IP UK A3 bIB A IO:

1. VIBepauTh mpuiiaraeMyro VHCTPYKIHIO MONB30BATENIO IO 00ECHeyeHHUIo
6e30MaCHOCTH IEePCOHANBHBIX NaHHBIX HpU HX 00paboTke B HHPOPMALMOHHBIX
CHCTEeMax IIepCOHANBHBIX JAHHBIX YUpexIeHus (nanee — Wnctpykiws).

2. PykoBoaMTENSIM CTPYKTYPHBIX HOApa3IeIeHUM:

B IByXHENENbHBIX CPOK OpraHusoBaTh o3Hakominenume ¢ HWHcTpykimen
pabGOTHHKOB BBEPEHHBIX MOAPA3/ENeHNH, OCYIIECTBISIOMX 00pabOTKY MePCOHATBHBIX
JAHHBIX B HHGMOPMAIHOHHBIX CHCTEMAaX IIEPCOHANBHBIX NAHHBIX (Hajee — UCTIR);

nepen nomyckom Kk pabote B ICIT/IH o6ecriednTh 03HAKOMIICHHE C HNHCcTpyK1Iuen
BHOBb IIPUHUMAEMbIX paOOTHUKOB.

3. KoHTpoJIb 32 BHINIOJHEHWEM HACTOSIIETO NPHKa3a BO3JIOXKHUThL HA 3aMECTUTEIIS
mupektopa Yupexnaenus C.A. TreiHsiena.

Hupextop

/ HU.A. BopoHuH



VTBEPXJIEHA
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MHCTPYKLHA
ITOJTH30BATEIIO IO 00ecreyeHrnI0 6€30NaCHOCTY NIEPCOHANIBHEIX JaHHBIX
IIpH UX 00paboTKe B MHDOPMALMOHHBIX CUCTEMAaX NEPCOHANBHBIX JaHHBIX
T'ocyIapCcTBEHHOTO Ka3eHHOTo yupexaeHus MocKoBCKOH 001acTu
«entpanuzoBannas Oyxrantepuss MOCKOBCKOH 001acTh»

L. O603Ha4YeHMsI U COKpAILCHHUS
APM — aBTOMaTHU3UPOBaHHOE pabodee MeCTO.
b — nHpopMaIroHHasi 6€30M1aCHOCTb.
HUCII[lHn  — uHbopMaIlMOHHAs CHUCTEMa IEPCOHAIBHBIX JAHHBIX.
OUb — otaen nHGOPMaIMOHHOM 0€30I1aCHOCTH.
oC — OmIepalMOHHas CUCTEMA.
OCTuABII — otaen ceTeBbIX TEXHOJOTHM M aBTOMaTH3aIMH OF0)KETHOr O IIpoLecca.
[T/1n — IEPCOHAJIBHBIE TaHHBIE.
I10 — IIporpaMMHoOe o0ecrieYeHue.
YUKT — Ypagnenue uHGOPMALMOHHO-KOMMYHUKAIOHHBIX TEXHOJIOTHHA.
II.  TepMuHBI U ONpeNeNIeHUs U COKPAICHUS
ABTOMaTH3MpOBaHHass 00paboTKa TMEepCOHANBHBIX JaHHBIX — 00paboTka

MIEPCOHAIBHBIX JAHHBIX C TOMOILBIO CPEACTB BBIYUCIUTEIHEHON TEXHUKH.

HMudopmalionHas CHCTEMa — COBOKYITHOCTh COAepiKallelics B 0a3ax HaHHBIX
uHGopMaIMi W obecrieynBaloNMX ee 00paboTKy MHOOPMAIMOHHEIX TEXHOJOIHMH
Y TEXHUYECKUX CPE/ICTB.

HNudopmanmonnas cucrema nepcoHanbHbIX NaHHbIX (MCII/IH) — COBOKYIHOCTb
colepxaluxcs B 0a3ax J[JaHHBIX [EPCOHANBHBIX JaHHBIX U 00eCIedMBarolIuX
uX 00paboTKy HH(POPMAIIMOHHBIX TEXHOJIOTUN 1 TEXHUYECKUX CPENICTB.

Hudopmarmonno-renekommynukaiponnas cetb (UTKC) — Ttexnomorumyeckas
cHcTeMa, NpeJHa3HAYeHHas s Iepeladyd MO JIMHUSAM CBSI3M MHGOPMAIMH, TOCTYII
K KOTOPO¥ OCYIIECTBIISIETCS C HCIOIb30BaHUEM CPEJCTB BEIYMCIIMTEIbHON TEXHUKHU.



Hecankumonuposanueii  moctyn (HCJ) — moctynm k  uHopManuu
W K cpenctBaM BerauciutensHoi TexHuku, UTKC, nHbopMalMoHHBEIM CcHCTEMaM
(8 Ttom umcne WCIIJIH), ocyllecTBIsieMbld C HapylIEHHWEM YCTAaHOBIIEHHBIX IIpaB
u (WIK) MpaBWi IOCTyNa C WCIOJb30BaHHEM IITAaTHBIX CPEACTB, NPENOCTABISAEMBIX
CpEICTBaMH BBIYHCIIMTEBHON TEXHUKU WM HHPOPMALMOHHBIMU CUCTEMAMHM.

O6paboTKa MepCOHANbHBIX JaHHBIX — Jroboe JeiicTBue  (omepanys)
WM COBOKYITHOCTBH NEHCTBHUH (Omepaluii), COBEpPIIAEMBIX C MCIIOIb30BAaHUEM CPEICTB
aBTOMATH3aLMK WU 03 HMCIIONh30BaHUS TAKUX CPENCTB C MEPCOHANBHBIMUA JTaHHBIMH,
BKIIOYass CcOOp, 3aluCh, CHUCTEMAaTH3allMIO, HAKOIUIEHWE, XpaHEHWe, YTOYHEHHE
(0OHOBIIEHKE, M3MEHEHHE ), U3BJIEYEHNE, UCTIONB30BaHuUE, NTepenady (pacnpoCTpaHeHueE,
MpeNOCTaBIIEHNE, TOCTYM), 00e3NUUMBaHUe, ONOKMPOBaHME, YAAJI€HUE, YHUUITOXEHHE
HePCOHATBHBIX TaHHbIX.

O6paboTKa MepCoOHATBHBIX JaHHBIX 0€3 UCIONB30BaHUA CPEACTB aBTOMATH3aLUH
(HeaBTOMAaTU3UpOBaHHAs) — O00paboTka MEPCOHANBHBIX JaHHBIX, COACPXKAIIUXCS
B MH(QOPMAIMOHHON CHCTEME MEPCOHANBHBIX AAHHBIX JHOO M3BJIEYEHHBIX M3 TaKOW
CHUCTEMBI, €CIU TaKue AEeHCTBUS C MEePCOHAIBHBIMU AAHHBIMH, KaK HCIIOJIb30BaHUE,
YTOYHEHHE, PACIPOCTPaHEHHE, YHUUTO)XKEHHE INEPCOHAILHBIX NAHHBIX B OTHOIICHUU
Ka)XJI0TO u3 CyOBEKTOB TIePCOHATIBHBIX TaHHBIX, OCYIIECTBIISIFOTCS
IIPY HETIOCPEICTBEHHOM Y4aCTHH YelI0BeKa.

IMepconanbubie manubie ([1/{H) — mo6as nHOpMaLus, OTHOCSIIIAACS K MPSIMO
WM KOCBEHHO OIpe[elIeHHOMY WM OmpereisieMoMy (U3HdeckoMy Juily (CyOBeKTy
TIepPCOHANIBHBIX TaHHBIX).

[Moms3oBarens MCIIJIa (moms3oBarens) — paborauk ['KY MO IIb MO,
Yy4aCTBYIOIMM B paMKax CBOHMX (YHKIHMOHAIBHBIX OOS3aHHOCTEH B MpoLeccax
aBTOMATU3MPOBAaHHOM 00pabOTKH TepCOHANBHBIX NaHHBIX pu nomoum UCIIIH.

III. OO0umwme DoI0XEHUS

1. Hacrosimas MHcTpykums paspaboTaHa B COOTBETCTBUHM ¢ DenepanbHbIM
3akoHoM Poccutickoi ®enepanuu ot 27.06.2006 Ne 152-®3 «O nepcoHambHBIX JaHHBIX)
u IocranoBnenueMm IlpasurensctBa P® ot 01.11.2012 Ne 1119 «O6 ytBepxneHuu
TpeGOBaHUA K 3aIIUTE MEPCOHAIBHBIX JaHHBIX NIPU MX 00paboTke B MH(GOPMALMOHHBIX
CHUCTeMaX MepPCOHAIBHBIX JaHHBIX).

2. WHCTpYKLUsS yCTAaHABJIMBAET EAMHBIM IOPSIOK aBTOMAaTH3MPOBAHHOM
o0pabotku nepcoHanbHbIX JaHHeIX B MCIIIn TocymapcTBeHHOro Ka3eHHOTO
yupexxaenuss MockoBckod obmactu «lleHTpanusoBaHHas Oyxrantepusi MockoBCKOH
o6acTuy (nanee — YapexaeHue), a TAKKe MpaBa ¥ 0053aHHOCTH MOJIb30BATENEH.

3. MHcTpykius o6s3aTenbHa K cobmoneHuto Bcemu nonb3osaressimu UCIT/TH.



4, [Tonp30BaTeNlb HECET OTBETCTBEHHOCTb 3a CBOM JEHCTBUS TIpU paboTe
¢ nepcoHansHbIMU AaHHbIMH B ICIT/IH.

5. [Tonp3oBaTennb B cBoed paboTe pPYKOBOIACTBYETCA OOJDKHOCTHBIMU
UHCTPYKLUSIMU u OpraHM3alMOHHO-PACIIOPAAUTEILHBIMU TOKyMEHTaMH

110 HH(GOPMAIIMOHHOW O€30MTaCHOCTH, YTBEPXKAEHHBIMU B Y UPEKICHUU.

6. WCII[ls, B Koropoii Benércs paboTta B YUpEKIECHUH, SBISIETCS
[ocynapcTBeHHass WHpopMaluoHHas cucteMa «lleHTpann3oBaHHas CHCTEMa BEACHHS
Oyxranrepckoro yuera Mockosckoit oomactu» (EUCBY).

IV. OO0s3agHOCTH OJIB30BaTEIS

7. [Tonp3oBaTens 00g3aH 3HATH M BBITIOJNHATH TPeOOBaHMS 3aKOHOIATENBHBIX
akToB Poccwuiickoii ®enepanuy, BHYTPEHHHX HOPMAaTHBHBIX U PYKOBOZAAIIMX
JIOKYMEHTOB B o6iacté 3aummthl [1/IH, MHCTPYKIMA W pacropshKeHHH IO 3alluTe
uH(DOpMAaIIUH.

8. [Monp3oBatemo pasperaercsi oopabareiBaTh ToNbKo Te IIJIH, K KOTOPBIM
eMy OBbLI ITPEeIOCTaBIIEH NOCTYIL.

9, [Tons30BaTenb 00s13aH PUACPKUBATHCS IpaBUII MapOJIbHOU
¥ aHTHBUPYCHOM 3aIUTHI, YTBEPKAEHHBIX B Y UPEXKICHUH.

10. TIlepemaua II/JlH TpeTsMM &HIAM JOJDKHA OCYLIECTBIATBCS TOJIBKO
C NHCBMEHHOI'O COTrjlachsi CyObeKTa MepCOHAIbHBIX NAaHHBIX M TOJBKO MPHU MOMOIIH
3aIMIIEHHOr0 KaHajia CBA3M C WKCIOJb30BAaHUEM CEPTUQHMLMPOBAHHBIX CPENCTB
KpUIITOrpapuyecKoi 3auThl HHPOPMALIUH.

11. O60 Bcex BHISABIEHHBIX HApYIIEHUSX, CBA3aHHBIX c 3ammron I1/IH,
obpabateiBaembix B WCIIJIH, moib30BaTeNs HOKEH COOOIIATh OTBETCTBEHHOMY
3a OpraHu3aIuio 00pabOTKM NEpCOHANBHBIX NAHHBIX B YUPEXKACHUH — HAYaIbHUKY
yIIpaBjieHUs] HHHOPMAIHOHHO-KOMMYHHUKAIIHOHHBIX TEXHOJIOTHH.

12. Tlpu yrpaTe HocuTenel HHGOPMALUH, KIIOYEBBIX HOCUTENIEH IEKTPOHHBIX
TIOAIACEH, a TAKXKE YIOCTOBEPEHHUH, IPOITYCKOB, KII0Yel OT MOMEIIEHUH, XPaHUIIUII U
ceitdos, re xpanstes nanubie 1ist gocryna B MCIIJIn u (umm) camu [1/1H, monb3oBaTens
006513aH cO00IIaTh HENOCPEACTBEHHOMY PYKOBOMTENIO M HadanpHuKy OWb.

13. Tlpu mpekpalieHWU TPYHOBBIX OTHOILIEHHM BCE MaTepUalIbHbIC HOCHUTEH,
cogepxkamue 1[I (dnem-HakonuTeNH, AUCKETHI, MHUCKH, HOKYMEHTbI, YCPHOBUKH,
pacreyaTKd, ¥ T1p.), I[0Jb30BaTenb 00s3aH Mepenath  HEMOCPEICTBEHHOMY
pykoBozuTento. KiroueBble HOCHTEIH 3JIeKTPOHHBIX MOMKUCEH AOJDKHBI OBITH ePeaHbl
B OUb.

14. Ilonp3oBaTemro 3amperaeTcs:
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nepenasath (B ToMm umcie yctHo) I1/IH, KOoTopble OBLIM JOBEPEHBI MJIM CTalH
W3BECTHBI BO BPEMsI BBITIOJIHEHHUS JOJDKHOCTHBIX 00sI3aHHOCTEH, pabOTHHKAM CTOPOHHHX
opraHu3aiuii 6e3 cornacus CyObeKTa MepCOHATBHBIX JAHHBIX, a TaKke PabOTHHKaM
YupexneHusi, He JOMyLIeHHbIM K padote ¢ I1/1H;

nokunarh cBoé APM, mpenBapuTelibHO He 3a0JIOKMpOBaB WM HE IEpeBENs
ONEpalMOHHYI0 cucTeMy B «cmsuid pexum» (st OC Windows: [WIN] + [L]
wma [CTRL] + [ALT] + [DEL] ¢ nanpHeWIINM HakaTHEM KHOIKU «bIIOKHpOBKa»
B NOSIBUBLIEMCS MeHIO, Tu60 «Ilyck» — « Beikimouenue» — « CrisIuil pexum»);

nomyckarth K paborte 3a cBouM APM npyrux pabOTHHUKOB Y UPEKIAECHUS UITA UHBIX
JIALL, a TAKXKe MepeaBaTh KoMy-a100 yuéTHble nanHble ais Bxona B UCILIH;

3aIMCHIBATL ¥ XpaHuTh [1J[H Ha MOOMIIBHBIX HOCUTENSIX MH(OpMaLUHy,

nepeckliath [1JIH mpu moMoOLIM ceTeidl 00INero Mmonb30BaHMs (HAPUMEP — CETH
«HTEpHETY), B TOM YHUCIIE TIO 3IEKTPOHHOM I0YTE, IIPY IIOMOIIH CHCTEM MTHOBEHHOTI'O
00MeHa cOOOIIEHUIMH («MECCEIKEPOBY ), COLUATBHBIX CeTell ¥ MHBIMHU CIIocO0aMu;

OTKpPBIBATh 00U TOCTYT K pecypcaM Ha APM;

dotorpaduposats [1/1H;

pacnedatsiBaTh ¥ Konuposarh [1Jx u3 UCII/IH 6e3 cayxeOGHON HEOOXOIUMOCTH
WA pa3pelieHus pyKOBOJACTBaA,

OTKITIOYaTh aHTUBMPYCHEIE U JIPYTHe CPeAcTBa 3amuThl HHGopManuun APM;

CaMOCTOSATENbHO ycTaHaBmuBath 110 Ha APM (1 ycTaHOBKM M MOAU(UKAIUK
1O Heobxomumo obpamatscst B OCTHABII);

NpeNNPUHUMATL TOMBITKA CaMOCTOSTEIBHOTO YCTPaHEHHs HEUCTIPAaBHOCTEH
APM,;

HOIKIIIOYaTh HE3apErUCTPHUPOBAHHBIE MOOUIIbHBIE yCTpokicTBa K APM;

CaMOCTOSTENFHO IOJy4aTh M HACTpauBaTh HOCTYIl K HMHQOPMAaLMOHHO-
TeJeKOMMYHUKALMOHHEIM ceTssM (B ToM umcie «MHTepHer») Ha APM, kpome
Kak 1o pexomeHnauuu pabotaukoB YUKT;

CaMOCTOSTENIHO U3MeHATH (aiinel ycranoieHHoro Ha APM IIO mns moctyma
k UCIT/1H;

CaMOCTOSTENILHO U3MEHTh KoHurypauuto APM;

YMBIIIEHHO HKCIOJB30BaTh HEJIOKYMEHTHPOBaHHbIE CBoMcTBa M omubku [10
MM CPEACTB 3alIMTHI, KOTOPbIE MOTYT NPUBECTH K BO3HMKHOBEHHIO BHELITATHOM
CUTYallUH.

V.  IlpaBa nonas3oBartens

15. Tlonp3oBaTenb UMEET IIPaBO:



ob6pamarscs B OWB 3a METOIMYECKOH TTOMOIIBIO B 00ecredeHHr Ge30MacHOCTH
[1/TH, a TaKxKe 3a TEXHUYIECKOM MOAIEPIKKON B HACTPOUKE CPEICTB 3AIUThI MHPOpMAIIUH
(anTuBUpycHOro I10, cpencts 3amutsl oT HCJI 1 mp.);

ob6pamarscs B OCTuABII 32 TexHH4YeCKO! MOINEPXKKOH IO BONPOCaM pabOThHI
WCIIIa, HGOPMAIMOHHO-TEJICKOMMYHUKAIIUOHHON CETH YUpPEXAEHUs, yNal€HHOTO
IOCTyTMa K MHQOPMALMOHHBIM pecypcaM Y YperxIeHus,

TOJIb30BaThCd BCEMH MH(DOPMAIMOHHBIMHA CHCTEMaMH, HHGOPMaLUOHHO-
TeJEKOMMYHUKALMOHHBIMUA CETAMA U HWHGOPMALMOHHBIMU PeCypcaMu Y UpexIeHus,
K KOTOPBIM OBLJI JOIMYIIEH, ISl BBIIIOJHEHHS CBOUX JJOIDKHOCTHBIX 00S3aHHOCTEH.



